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2 Maeve Duncan, Online Harassment, Pew Reaserch Center, 22 October 2014, p. 5. Available at:
http: //www.pewinternet.org/2014/10/22 /part-1-experiencing-online-
harassment/#demographics-of-online-harassment.
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4 Maeve Duncan, Online Harassment, Pew Reaserch Center, 11 July 2017. Available at:
http://www.pewresearch.org/fact-tank/2017/07 /11 /key-takeaways-online-harassment/.

The Centre for Law and Democracy is a non-profit human rights organisation working
internationally to provide legal expertise on foundational rights for democracy

S0


http://www.pewinternet.org/2014/10/22/part-1-experiencing-online-harassment/#demographics-of-online-harassment
http://www.pewinternet.org/2014/10/22/part-1-experiencing-online-harassment/#demographics-of-online-harassment
http://www.pewresearch.org/fact-tank/2017/07/11/key-takeaways-online-harassment/

Myanmar: Digital Security Guide for Journalists

coRReoopdn [glqodemeslgE 3E3E:0Cep 3es0Cad0IONGLIg $E LODAVHH AN
20p038l Zo§paodigpion oG dodqdloopdn ° peeposaogt: dFess $¢
p:edlEseaonigodeqe (Security and Co-operation in Europe — OSCE) 920305 353,
20061 88000090d0dge  ABudenpudon dBmlgEod o€l " 3a§jpoods
osodatoomegps 906a0RAAlgp: $C  =o[gb80mapdes:  pdaBEongpaopd
3280505 26 0x¢ oyps/e eepep $E 20056386000 [6elgpodaqp: | 326583005
cotg $C 3[03003E¢0303 SjEeroniugongD 00665005 6op [0 H0: 6sqa0Rd " v?
oo€[goonzoopdi ® mEpn8Eeogt oe3adeamdslgl 3agEicosedgdadgpiogt sad
208:00505aC:0000:gP:00pd  :§§000oNME9ZAB  esudaioowsalgd  3aapd
cd[gl: ¢ 0BE[gE: a3ewnod 3aEomsnde cdogSgnagtiol [gdeodelot:
603, §3¢20201 7

o)[gooosogpia? 03Eogude[gqCiqs orsudatsonwigpionpd oypie veg: 330303050903
omogudes c8ep00p ss08qp: pdeaonaononCaopdi 3dqLd  GBrd8adg
oBaSARE $& Gl eeoabadoopbopqpr $bGrocgo} ae08lqf spdiopm oy
qpeedlad  J[griecdoocdes 905388200503 copdogadagE aBaBrudeeontes Zaon:
00c0pd 82203l00p51 * 6500580:09¢ 0EMLS §pdguSadndndangpicde 33[0gE:d
FOMIPORUSGLIS F0H00220R) $pds06§Eeodpd: GomEigSaopd 38qBILS
e 3e0pmR00gPin  [0Bien:000d  oplepiqod  [gOognieo§Elaopbi  3adjpond:s
os0datioowigpoopd 290303050003 3§ comn RESE: 2:0650E:P0I0E0OGE
omagudqs 65005000me0¢qp: vdeemEamEantaopdi 9Bea0d gjubipSenont:
2000 ongudadiooemimm: 9303 3ud3E  8dqdoudadf§esmlyE opalel cvdewd
BEoodgps $& 2000E:60IP:B0mRu0qs 33260000800:008sgpiz: qURadBEER:
§0200p0q8guSopeom Ob [§€ coonddeusqs §pdgudilacdi

5 Elana Newman, et al, “Online abuse of women journalists: Towards an Evidence-based Approach
to Prevention and Intervention” in OSCE, Representative on Freedom of the Media, New Challenges
to Freedom of Expression: Countering Online Abuse of Female Journalists, 2016, p. 49. Available at:
http://www.osce.org/fom/220411?download=true.

6 Recommendations following the Expert Meeting New Challenges to Freedom of Expression:
Countering Online Abuse of Female Journalists, 17 September 2015, in OSCE, Representative on
Freedom of the Media, New Challenges to Freedom of Expression: Countering Online Abuse of Female
Journalists, 2016, p. 5. Available at: http://www.osce.org/fom/220411?download=true.

7 ARTICLE 19 and AMWIK, Women]ournalzsts Digital Security [sic], May 2016 p 4. Avallable at

Kenya -2016.pdf.
8 Jennifer R. Henrichsen, et al, Building Digital Safety for Journalism: A survey of selected issues,

UNESCO Series on Internet Freedom, 2015, p. 14. Available at:
http://unesdoc.unesco.org/images/0023/002323/232358e.pdf.
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9 Della Kilroy, The Storyful Podcast: Digital Security - How Journalists and Activists Can Be
Protected Online, Storyful, 31 January 2017. Available at:
https://storyful.com/blog/2017/01/31/the-storyful-podcast-digital-security-how-journalists-
and-activists-can-be-protected-online/.

10 EFF, Surveillance Self-defense: Assessing Your Risks. Available at:
https://ssd.eff.org/en/module/assessing-your-risks.
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15 Google, 2-Step Verification. Available at: https://www.google.com/landing/2step/.
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16 EFF, How HTTPS and Tor Work Together to Protect Your Anonymity and Privacy. Available at:
https://www.eff.org/pages/tor-and-https.
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17 Preston Gralla, 5 great free VPNs for Chrome, Firefox, mobile, and beyond, IT World, 4 August
2014. Available at: https://www.itworld.com/article/2696891 /security/5-great-free-vpns-for-
chrome--firefox--mobile--and-beyond.html.

18 EFF, Surveillance-Self Defense: Choosing the VPN that’s Right for You. Available at:
https://ssd.eff.org/en/module/choosing-vpn-thats-right-you.

The Centre for Law and Democracy is a non-profit human rights organisation working
internationally to provide legal expertise on foundational rights for democracy

-15-


https://openvpn.net/index.php/open-source/downloads.html
https://airvpn.org/
https://www.feralhosting.com/pricing
https://www.cyberghostvpn.com/en_us
https://www.itworld.com/article/2696891/security/5-great-free-vpns-for-chrome--firefox--mobile--and-beyond.html
https://www.itworld.com/article/2696891/security/5-great-free-vpns-for-chrome--firefox--mobile--and-beyond.html
https://ssd.eff.org/en/module/choosing-vpn-thats-right-you

Myanmar: Digital Security Guide for Journalists

g0 20:86e30E 200060053l0p5H VPN provider AirVPN 0005 09 03053E 2008 client
$¢ mp0pc0ndloogdn g F[p3[gjeoonnddoo0pd client gpiogé 63305dlod dloé
20001 -

e Viscosity

e Tunnelblick (free for Mac)
e OpenVPN (free for Windows)

d) Tails

Tails operating system 03352%:g[gC:0000 3200298 33[g:00880:6000 326p00),005¢
BEep agequdosp [0S maejopEien GEa0pS web browser co05000588a0p50005
SogSeomefope [gooopdi Tails 2005 a3d3Egaddgs $¢ cdeqpnd perIGL:
cons0pd Linux-based operating system [g[G: ©pd00pd apSqjomzaedlopl ©sed
;w§Soog 006e08a0daE: 800N Tails 03 32004ggC:00p5 conglogdeconndapés
dq[aCs0 ogplepias $C 0036l ooodesep $C& Fg0H3AVNNOY GlloHoPy ©§eodd
3280050503 quPaNBeS CaoePiodadlogopyp: $¢ oosudasoowgpPiza0l0d 20303
§Glaodu Tails o3 USB 2800p0b DVD 0303¢ onbeofoopdogtoon:&E(3s Linux,Windows

age0p05 Apple 0pboopl opdqjiomacgtesd saopiq3Eoops

co0deemnteg e[Ppl:8Camlg Tails oF spaddgegtiel [Rrenieon sofpeoy@iwd
G&:03 wadpnahogudesmn(gapdaoniolys saadiggypiesjorp: epdaopdeagdsacuode
a3eamnooonsonnd Jlgriesdoncd8Eaond wpdaopd saclogptizaepaiocopd: gScon:
SCsedoln Bmlge 22Coms05e3Eep agdepieacntyody sansadioopd Tor network ©
cobselopCiep[Gs HTTPS Everywhere o3copbs [03j00€onbe0€o0pbagliaonyls [gbom
005554 5Ce[gpEioo00p) FBreeidBeemEgEn? [gpde0pSieomnddqs PGP email

client 02890300pd: copdagEseuzosadi
cSfjeee Bomgp: $E 6e0E3gp: sIadisdion Tails o3 3p0d:gLopdsasl 208205

e§00590:  version o3  oxges[gllydelops:  coogpeoqepdlgdoopd  Tails o>
SeomEieom adffeeod coonddeuieasdupd: adindiagpiagp: adf§eontntig o§dl
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pown Tails 2000 2086l ©od00&se0depyp: o3 3ac=R60gPad encrypt CXOLEL:2OCS
2086l 0p8qe720p5 0380586[GlgdagiE 20Ea3 30mz0z05e0:8ELRSLurcdAN

1 o3faneqposasiy (93) Bbieapssqy

2086l 3o eypadedigts 1 308:56[gC: 9J0wrod vLBa38:dqgE: [§Byr:a0p0edl
aolel  sagEdmacucdgp:  qoalogadqet:  a3ewpod  edodloppiaddndenigl: o3
omogudes  [PYoo€omngudy  meeolyp:  vOeeonEoona0Eaopdn  colel RS
account $& ofeaonlyamnd:  d§eqEmog0d  sameomieoon  password  gps
200q[aC: $C [40§E0pdmeal two-factor authentication o3 3203dq[gEs3algE o0&
RSq|e>> hard-drive o3 encrpt cpdg§copSiaacegoidloopd

0S X for Mac 20p5 File Vault 2 0peslaopd 0p 03053E encryption 6e0p88 $¢ 300p

condloopbi Windows 10 00pScopds $eoosadgé 206l hard drive o3 encrypt cpbeos
coso0pdi 93605 20fopE Windows &l 26003C: version gps§don odopodeom

2P [gopdeuqs  Bitlocker 2 encryption software o3 download gop §E3loopd
20&ei 3Eqp:ad PGP *! 234G 030503Ea3uday) encrypt cpdg§copds 9dggod §Etoopdi

208el 03§on 328:6q00pd308l 93 00D ByPEdEdopdeRs] KoEeE IgIEdTCVAHYP:N?
0200025080l B[gdod  eeplepq§ Iacunsop encrypt  cvSoondGeoons
[6c00 external hard-drive 3a6l03¢ 208elizagpdeacuado? sag§adeamE(Bs back up
c0600m2qS$  3a[03[gjoondloopdi External hard-drive 20pScopds 508:9q[g8: 9Boupod
eqpoded:§Cfel: §oolgé o0oBwo $E esnded: omapudess spdiubiealgd 3Egpind
encrypt cpboonzeo cloud saedogE 038:e0p5:000:8E2005m Cloud storage service
:6o0dGPIgP:oopd Dropbox $& Google Drive 0393 820000066005c0p5: GE:030005

encryption  0o0loopds  AloC[Begdofgé  cBfjeeEdegSen:aodi  saloqgedees). 03¢
6820050l03AloEa0bn -

19 Noah Kelly, A DIY Guide to Feminist Cyber Security. Available at:
https://hackblossom.org/cybersecurity/#tails. A full list of Tails’ vulnerabilities can be found at:
https://tails.boum.org/doc/about/warning/index.en.html.

20 Chris Hoffman, How to Set Up BitLocker Encryption on Windows, How To Geek, 5 October 2017.
Available at: https: . .

windows/.

21 For a more detailed discussion of hardware encryption, a useful article from a digital expert is:
Micah Lee, Encrypting Your Laptop Like you Mean It, The Intercept, 27 April 2015. Available at:
https://theintercept.com/2015/04/27 /encrypting-laptop-like-mean/#osx.
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e SpiderOak
e Tresorit

e Mega
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0b0d: AV =efgzacs $¢ [03e0R.8E000 Isepudzasotarcdl ©onpd:
08203 9§0DA30OG: 320533 backup 00090 g G[PC:8EaR) ©¥S:3000
006 300:a3:q50E 05:02:8E2001

o1 pfr 207200505

00050p8qpoopd  $00:008:60ICRgE  ABJodedlodjoyp:§Eaopdi redBom  gpigomd
3200g[o0pd 0eddesimnopt: dofeom GPS cwOeeoEqrda0pd olel copdesepa?
edodfoypieos§Eaopdi olefiel  Wi-Fi 03 ¢CaonigleaopSoopd: 0305805g00305
03805900:09udeomn  eypagadlgda0odn Hacker 0od8:o0pd =08:0 network 006903
32004q[Gs 208 :REBE360l0x¢ goepionadlngy e§opdesedlenul cofel metadata
g 9680080820051 qrodejyd ecdeb0pd3adlogE 20usiedle Wi-Fi $& location
setting 0303 BaboogCaon 3a607Eed: [gbo0RdI

coeioucdosianaydloteon soejopCizepod o00R05q% 2acomEsadsodin &R
encrypt cp5g§ $& 320p0ea8 browse cvdgs 830600 B3§ugp: 03 download gg§
[§&2005u
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a) Mobile Browsing Privacy

Desktop browser qpzen03ad i0S $C¢ Android — o3§onsddpocdmacged q§SER:
Mozilla Firefox o GGSO(POS@Ogé mobile browser o3 download g 329%qq$
[o3geon:0loopd  Android  o3§oogpesaedlogE  Firefox mobile browser 05
32000509C6e0:65:96000  privacy  extensions  gpzeanid:  000s08aopdagigsonds
8¢l Aloopdn  Apple  o3§uongpezaedlop  Firefox mobile browser 2005  clgepd
cBo50pgp: 16[oP[GrgEqP:ad odedomeadieudfs conEogpdecmndnnslgn? 208690
[g0e3:0E cagpgeus§ean GEel privacy s3Eep qpdeemCeERbiypad 2o od§umedl§
afgp: app qpiaBo [groqedgtigioopds *

a08el Bomedl§ cdffedsp0:0000 Geo0GLI00Eo0 browser ©oodeoE 005558305
qp:0d log in 0€epdzaon: o3 005558305¢P:z0305 ©§03:60:000:0000 ooep:o mobile
application qpzo? 3203gg[g€:0n SeomEsclaogdi

b) Secure Mobile Messaging

000508:000de0¢ df§eom message cusd[glimaoged Bdade  ssloj[gjonieon
3§oxen Signal vpeslaopd open source software application [g20p5n Signal 2005
end-to-end encrypt cpboon:eam ©S:ealade & 0000 1 8303 $C qOOgp: message
cosdfgls 03 o000 GEaopd GeeonCoopd 3aclopEieaepa’  Sajgpdseo
encrypt cv6e:0[g¢  cellular network  o3eeng[03pde000d00égt: [grpdesaopd
00500083 ©2000:30p02M BeecdE[B: ©pdopm E59q{EoRd 1 epbaopdsagSen
3eaonCaopd 020p50303 [4E8EEa050R0: wpboopdaaepa? Geeontaopda? wlgESEA
WhatsApp messaging application 20pScopds end-to-end encryption o3 Gz
6005000 Signal ¢l codesomnEimageoy@ied 2086l message qpod 20Ces: 36l
§es0pd  esepenogtaopds  encrypt cpdeoscondglilydaopdn  a3voon  safgpiond
GuN5ELN0AM 20¢esmed ddf:q|0e qfogriagCaopd: BeayrEaoomseann message

qpeod [3p099$ 2o application $E colel vS:sb9000:03 decrypt cpd oodmesdes
c$3260c8¢epdi EFF oo Android * $& 10S * 03§oon $bqjrocpesacgod Signal sons

22 Noah Kelly, A DIY Guide to Feminist Cyber Security, explains: “To enable these features in Safari,
go to Safari under Settings, click 'Content Blockers', and enable Firefox Focus”. See:
https://hackblossom.org/cybersecurity/#mobilebrowsing.

23 EFF, Surveillance-Self Defense: How to: Use Signal for Android. Available at:
https://ssd.eff.org/en/node/93/.

24 EFF, Surveillance-Self Defense: How to: Use Signal on i0S. Available at:

https://ssd.eff.org/en/module/how-use-signal-ios.
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e'w]éoé 00080800pdogE G 0538  =padiggrpdedaopbod  ppSlosgodypieuioo:

c) Mobile Device Encryption

;gooeomesmnteomn  § Beodoncdy dgden  03058Eagadruogladep posq
qpeelopE Apple $& Android o3§om apodapdopgpionade deoosIgE opodel
B§orgp:ad encrypt cpdeosconis wS:3a60laE Clo€oood saelopEazaepa’ hacker
qpase cOffeoqs ceonlgodd mefgsrcsad dodeepadeod[gllyboodn dmelyc
Bfomgpeaopd w93esl  passcodes * Bowrdd cvodegep Touch ID adglgte
06908 3¢ [gEumeomn Yffesr 3290803 Gon&i00AloopSI CvodorEIZIRd:
:e5[g¢ 08el Bon egpodedioopdzesl Bovpod =580 qoopdsedl safgprongp:
oCeepodfglie 038:86:002:98 Apple oo qoSs0e0do: A3§e egiqudosp 0od9
Beopds 6ed0005003e [goopSi Password qpesodiop passcode 03 edadse[grodads
0300705 BoooSgpdSesntadd ssodlgoonoopd

EFF 20p5 how to best encrypt your iPhone % 08 $0536000 08098603 GocosB:

Android %7 03§oogpe3a0g05  Android blog Greenbot o8acm:0 [giapdeosaonoopdi

G Ffpqlifabap: $¢ abafboouS codigpbap:

e EFF, Surveillance Self-Defence

0)cod:p80005 2RE3E:d[§jeq;: 3oeloPpE: 0B3RS0 spe0gEy
qCfg000d9[gdG:  30qPoud  eonglmpdecmndrntiemaco:  3aa(gd
Bigop:oobg $¢ &P oqpbepup $pbicob: 1 sapaapBaasph oBfongp:
$C 680783¢qp: 00690C0pdRE:s 0odeolqt: qC{gaqpisC 3p00:08:008
06[g3265qP: 300305 20620:805 &R ]EdGP: GwdgoozRdN

25 Passcodes are a string of characters that function as passwords do but which are specifically
designed to gain access to a mobile device such as a tablet or smartphone.

26 EFF, Surveillance-Self Defense: How to: Encrypt Your iPhone. Available at:

https: //ssd.eff.org/en/module/how-encrypt-your-iphone.

27 Patrick Nelson, How to turn on Android encryption today (no waiting necessary), Greenbot, 19
September 2014. Available at: https://www.greenbot.com/article/2145380/why-and-how-to-
encrypt-your-android-device.html.
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e Committee to Protect Journalists, CPJ Journalist Security Guide: Covering the

News in a Dangerous and Changing World

oJcobsog&el ‘Technology Security’ 92880005 ©005a3006q803 3207
20030060:0000208] $& 2053000503 ABFeoa0pdssl Msdals cows

qp: §EadEe5q20p0 B6:afgpadaqp:a? §9:0pes s(0] cuscozadi

e Tactical Technology Collective and Front Line Defenders: Security in-a-Box —

Digital Security Tools and Tactics

o) 30q0onud cdeq ub:REa0R5 3dqdoLd[essel 326[gd 20eomM
00apigP:0d 3050906e[qoond: oelgd 520332000: 3BqIELS cYl§jes:
6a0pd3 $C ofeeonCagp: 006e0C0pdpC(l odqes seeotadod
C0&sR8]|0dqP: GOxG:000200p01 GE:o0pd 300n:0B:008 3pOEGP: 320305
0po3qdeomn  98:008qEa8Cq0pd 30qBoLS [Bb:efgpodegpie 9903305
0903 nRudes $p5:0d:03 Ffpjeranpd  Ba0gdsE oda5p8esmE
[ge9S0onieom ‘Community  Guides” o3copb:  Gosdzaonsdloopdi
ocobipphaodapiooph  cPesapispbeqpiancge’  cfmbqodep:  $6
2005a38p Bomgp: $¢ $0:050qpized] 33260003 305p8eznE
[g098002:0005 safoidloCaopbi (puws , Guide for LGBT activists in Sub-
Saharan Africa)

e Privacytools.io

o) 0055583050005  0dmEId:edlep  2A30doEic8ad  eenglmpd
caonodpdgtimaalopss  cwonCimagEdgp: eodjqoon:  GE:od0d
omogudqs VPN provider qps 1 browser testing tool gp: $¢ add-on gp:

60303 BoongpizaciopE: cudlgaonioopd

e We Fight Censorship, Online Survival Kit

oJeodpSon solemlgodeomadgadempPagrgs $¢ cofel soodogudes
qps $¢ 2090532000503 Adffeoqs $pd:c0bigpiza: 20&a3 collopieuqd
coodecy, g8Cpd Bfodgp: 1 eI $E  $0:0504p:
GOxn:000438 ” 000050peme “o0onl: & Ic[oPEIaePEIgIESIICOSYP:
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08.$:q|18c§[§: oaemom:o@cxéooésgd’)qu 80808073:@8:0%03@ Nolor o)
qps 1 ZBrqqps Boupdd sacpiBodolenigfoond spdeqp: of Rhivbed
$05:006:582007 7 6000050G0:S oOgESAloopdH

e Digitaldefenders.org, Digital First Aid Kit

oJcobzpsa0pd ' 30qBodBGelgradgel scogqeagpPiadiid o3 qEe3E
GSQOPEP: 30305 §iecomod:oegS  qodgudaopdi  Kit 205
p3og¢306e; 00R00GP: | eaRGAlgP: | cdepsonadlogongp: $& 09pod
BSBE  03c58cdeqp: $¢ qEBCesqa0pd  osudaioowgpiza0g05
B0S3E[gdgodgp  Bfomdgp: 263D LS [§oegpoddesean
p08c0dBim0d mpBeugs 3dqdudedEep 6 6lgion0g, - first
responder gqps 820305 cL&:R$OdGP: GoR5GELdl0ES

e Hack*Blossom, A DIY Guide to Feminist Cybersecurity

ocodippaops " q§boog co§GmafjapialonayfeqioBiornssd), s20305
[9p56645[8s wodgs:c0pb8Ee0mn Bods0adaa0R8:0009 [90es” qpdged
20001 oS REBEemo0pd0ad depigEaoSan’ cB8:a36:qS 1 hack
200006[qCs0 eeplepias ¢ RESE: $C 03§ournz§pmron: sadiarcdlo
0530005 00R05eE0330305 §00:008:3360] 3a[0E0:c0n:AlooRdI

oor 75&3:0&999070996] 2
Add-on

"3a[gp:3200:q680788 006903 [g[4Eed:0fd: GE:mrR0pEd Buupod gégrd
§E20p0326pa3 6[PEideuiean 68060 328058238 0od9I Add-on gpzoopd
ofopomadaocd web browser 930upod s3eeicd 6e0REG030RE 03153E
0Qod0ge Bewrdd dffespadlep vdeamaqp:  edlEcopdeu:dEaopdi
2:§,6000  add-on  qp:oopd  saqEdmeenElgeoon  malware  gpigdoolgE

28 The definitions in this glossary are all taken from the Electronic Frontier Foundation’s
Surveillance Self-Defence Glossary. Available at: https://ssd.eff.org/en/glossary.
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§060p060mE:§[8s 0oepioatigbeqaopd add-on gpada install (des 0gdod
oa§oa\o_5u”

Commercial VPN

"Baggd Virtual Private Network 00692005 20feil 32Eoms05 soodagudes
qp0d 2903030038  network ©o0de0¢ ABFgy  cwodsmd: Geeontaad
Gosn6:00p) 0ge8mn 08eeonly 0od9[gdaPdI adB[gpOfgizaogad saaf
Gogpmed 208 Japodoog $& CESSY FPESITCVSYP: IIANOD 63
network qpze  ogudondeutcodglgdoopd Befop =afieasnio  30d0d
20ezgs J00p0d 10d[58dgEgt: ©§oopd 63208 ISP gps Bewrcd 3Eom
meogpiel gfe  Sgjeononsdloogdi VPN 00692000 [gEu8E¢  ondeog
26[g8058E[3: 630063 000 9005RLOGEP:d NRWOES $E IR0
280¢ 908e0[§056005603 eeplaptiemPlgodes $69000:30305 soadi0l
Oloopdi 8a02500:q05¢0  RSqEdsRedlogeng ZagP:od Bidyd VPN &
2098:38:03C  decrypt pd[gts [3da0pdi BcaopSen el FpESEimadl
agseongad Bagndgd VPN (& GEs00pdoond8Ee) oo S:unlogpdqe olgielonpt:
oS BoBaf c§asbGuap”

Cookies

“Cookies 20p5 005odad0dqpin cofel browser o3 voddeseoqs §E[goopd
0050550010000 009[gbo0pSH Cookies gp:0Rd GO 0EDIHB0S:
26598 RE3E:eq005000:qp: LGS B 05 GgEgSaqpP: 9B6:e0p5:
0o2q§ 9Be0pod 005058305 0069ad log on oeeprdes: s00dB§:conigs
[408E€c0eqE320305 GBEO05a0E00d 00HD5p5:0pI0009 [§Ba0pdN 032000
clgepdfat: $¢ wedIcd 3a[gtizaep comadelopEs cudup(gt:n? g&ieeonEE(B:
033202056[oPE 00505a805¢00pd 20803600588E6pbi "aoEonuda3 ognsaopd
052005 03§uno? oG0Sl ©pdoopd 3aeeEizaepa’d  BodSolansoopdi”
000p0[g¢ 33a8§8Eedn B 0c5odaB0dapE 20fel account efogiEeomEo
230005 log in 08e0m:000d 38l adad BEEAladN
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Cryptography

"2000&:00mqPi0? 3[EPEe0005e3E P §0:mé$5g8: 0§03 05900
3godqh $¢ C003dqupes agl,9050p5gp: ewpod goderesdap: Ge0RI(gE:
$200050p0"

Decrypt
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Encrypt
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0300305 @005a30566e03 228glude§oopd dedlodesnt ddegpEieoaopdode
930252003 ojj.p05eapqijasph apefied Bocpdd dfamm grogd saope:
[g$copd: ecdopesSladgbesant  [grpdoonoopdi ofmedesodon 200oE:
9053000530105 200 §urd:88E0503 13§2005002:00001 Z2oS6[PE
Beodd 0&m§00 af.905eomngrdeday encryption o e[PE{gSars(Se
©02000E:3gIEP0S [g§qesNne [grdes o[gd$E0pdme030508 [gdaopdi
Encryption 20p5 cryptography ¢el200d 0pongd $0500d so038: opdicloCaopd
$05:0p0gP:gRSe 0069[gd200N

End-to-end encryption

“End-to-end encryption o> 2000E:00:008903 GEsell erodeeonEopm a|00d
20008:00m:0069m[gd a[PpEieoids GEiel 65005e0:005dq§ oMo 28JlKd
[g$esdopelomps coogpeoaodi Encryption & safgr:ddgp:oond 000300338 o0
c06ee0nE200d  encryption 3360I8865q8C0p51  aBa3gdaopdenognd  ¢qs
©20: $C 0050005¢) BFGPE0pd WI[0OBASYg §8 Bza6a000N End-to-
end encryption 20p5 encryption o3 [o3p:0€e5000gs Bewpod §iEewndes
96200000 303 qPidl 3EEIROTD eagpgewslgs cuoonuyEyE 39
6080 E:00000p ©oduRCoE oS
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Key

“Cryptography o3¢ o0€3m: 20008:0075006903 encrypt cpdes Bovrdd
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Operating system

PGP
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G0 gPndspia30 2padigjoonieomeopE crzagP:aopd GNUPG o3 3%y
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Risk analysis
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29 Maeve Dugan, Online Harassment 2017, Pew Research Center - Internet and Technology (Jul. 11,
2017), http://www.pewlnternet.org/2017/07/11/online-harassment-2017/.
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Threat mode/
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